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3. Note 

This manual introduces the product model, port type and CLI for your reference. In case of any discrepancy or 

inconsistency between the manual and the actual version, the actual version prevails. 
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Reyee Mesh Settings. 
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2.3.3  Login 

(1)  Enter the IP address (192.168.110.1 by default) of the router in the address bar of the browser to open the 

login page. 

 Note 

If the static IP address of the device is changed, or the device obtains a new dynamic IP address, the new 

IP address can be used to access the web management system of the device as long as the management 

client and the device are in the same network segment of a LAN. 

 

(2)  On the web page, enter the password and click Log In to enter the web management system. 

 

You can use the default password admin to log in to the device for the first time. 

For security purposes, you are advised to change the default password as soon as possible after logging in, 

and to regularly update your password thereafter. 

If you forget the IP address or password, hold down the Reset button on the device panel for more than 5 

seconds when the device is connected to the power supply to restore factory settings. After restoration, you 

can use the default IP address and password to log in.  

 Caution 

Restoring factory settings will delete the existing configuration and you are required to configure the device 

again at your next login. Therefore, exercise caution when performing this operation. 
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2.3.4  Frequently-Used Controls on the Web Page 

Table 2-2 Frequently-Used Controls on the Web Page 

Control Description 

 

Monitor: Click it to view the topology of the self-organizing 

network and monitor device traffic trend, client traffic usage, 

device port status, and so on. 

Config: Click it to configure all functions available on the local 

device. 

 
Click it to search or select features for quick configuration. 

 

The navigation bar is arranged horizontally on the top when 

the device acts as the slave device, and vertically on the left 

when the device acts as the master device. 

 
Click it to access the alert list. 

 
Click it to change the language. 

 
Click it to log out of the web management system. 

 

Click it to connect the device to the cloud by scanning the QR 

code for remote management. 

  

Click Add or Batch Add to add one or more table entries in 

the dialog box that appears. After adding the table entries, you 

can view the added table entries on this page. 

 
Click it to delete the selected table entries in batches. 

 
Quickly locate the table entry you want to find through the 

drop-down list or by entering a keyword. 

  
Click them to edit, delete, or bind a table entry. 

  

If the toggle switch is displayed in gray and the button is on 

the left, the related function is disabled. If the toggle switch is 

displayed in blue and the button is on the right, the related 

function is enabled. 

 
Update data on the current page. 
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Control Description 

 

Set the number of table entries displayed on a page. Click a 

page number or specify the page number to access the 

corresponding page. 

 

2.4   Work Mode 

The device can work in router mode, AP mode, or wireless repeater mode. The system menu pages and 

configuration function scope vary depending on the work mode. By default, the RG-EG-W router works in router 

mode. To modify the work mode, see 4.1   Switching the Work Mode. 

2.4.1  Router Mode 

The device supports routing functions such as route-based forwarding and network address translation (NAT), 

VPN, and behavior management. It can allocate addresses to downlink devices, forward network data based on 

routes, and perform NAT operations. 

In the router mode, the device can access the network through Point-to-Point Protocol over Ethernet (PPPoE) 

dialing, dynamic IP address, and static IP address. It can also directly connect to a fiber-to-the-home (FTTH) 

network cable or an uplink device to provide network access and manage downlink devices. 

2.4.2  AP Mode 

After the AP mode is enabled, the device serves as a fit AP and supports Layer 2 forwarding only. In AP mode, 

the device does not provide the routing and Dynamic Host Configuration Protocol (DHCP) server functions. By 

default, the device obtains IP addresses through DHCP and uniformly allocates and manages IP addresses to 

downlink devices connected to it through the DHCP address pool. In this mode, the AP only transmits data 

transparently. 

Generally, the RG-EG-W router cooperates with devices providing the routing function. On a normally working 

network, the RG-EG-W router connects to an uplink router through a network cable to convert wired signals into 

wireless signals, extending the wireless network coverage range. 

2.4.3  Wireless Repeater 

Similar to the AP mode, the device does not provide the routing and DHCP server functions in wireless repeater 

mode. The addresses of end users are allocated and managed by the primary router. This mode is applicable to 

a normally working network, where the device connects to the primary router in wireless mode to expand the Wi-

Fi coverage range and increase the number of network cable ports and wireless access devices. 

2.4.4  WISP 

This device provides wireless Internet access through a Wireless Internet Service Provider (WISP). The supported 

Internet connection types include PPPoE, DHCP, and static IP. 

This device supports routing functions such as NAT forwarding, VPN, and behavior management. It can assign 

IP addresses to downlink devices, route traffic between networks, and supports NAT. 
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 Note 

If your device is not connected to the Internet, click Exit to exit the configuration wizard. 

Please log in again with the new password if you change the management password. 

 

2.5.3  Forgetting the PPPoE Account 

(1)  Consult your local ISP. 

(2)  If you replace the old router with a new one, click Obtain Account from Old Device. Connect the old and 

new routers to a power supply and start them. Insert one end of an Ethernet cable into the WAN port of the 

old router and connect the other end to a LAN port of the new router, and click Obtain. The new router 

automatically fetches the PPPoE account of the old router. Click Save to make the configuration take effect. 
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(4)  Set the SSID and password and click Save. Wi-Fi will restart. 
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(4)  Set the Wi-Fi name and password for the router, configure the device management password, and click Next. 
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(5)  Select the country/region code and time zone, and click Save. 

2.9   Switching the Work Mode 
When the self-organizing network discovery function is disabled, which is enabled by default, the web interface 

will switch to the local device mode. For details, see Section 4.1   Switching the Work Mode. 
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3.2   Adding Networking Devices 

3.2.1  Wired Connection 

(1)  When a new device is connected to the network via a wired connection, the system will display a prompt 

message indicating the presence of a new device and other unconnected devices. You can click Handle to 

add the new device and other unconnected devices to the network. 

 

 

(2)  After the system switches to the Network List page, click Other Network. In the Other Network section, 

select the device to be added to the network and click Add to My Network. 
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(3)  On the AP Mesh page, click Scan to Add Devices to scan devices that are not connected to the network via 

an Ethernet cable. 

 

 

(4)  Select the APs to be added and click Mesh Networking. Up to eight APs can be selected at a time. Wait until 

network merging finishes. 
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(5)  Check the topology on the Physical Topology page to make sure that the new AP has connected to the uplink 

device in wireless mode. 
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(6)  Power off the new AP and install it as planned. 

(7)  Log in to the web interface of a device on the target network. In Network-Wide mode, choose Devices > AP. 

Make sure that the new AP is online and the corresponding entry contains icon  in the Relay 

Information column. The icon indicates that wireless backhaul is performed through the 5 GHz radio. 

 

 

(8)  Click View Details following the  icon to obtain information about the uplink device and RSSI. 

 

(9)  Select the target AP to add it to the current network. You do not need to enter the password if the device to 

add is new. If the device has a password, enter the management password of the device. 

3.3   Configuring the Service Network 

3.3.1  Configuring the Wired Network 

Choose Network-Wide > Workspace > Network Planning 

(1)  Click Add Wired VLAN to add wired network configuration, or select an existing wired VLAN and click Setup 

to modify its configuration. 
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(2)  Configure a VLAN for wired access, specify the address pool server for access clients in this VLAN, and 

determine whether to create a new DHCP address pool. By default, the gateway is used as the address pool 

server to allocate addresses to access clients. If an access switch is available in this networking, you can 

select this switch as the address pool server. After setting the service parameters, click Next. 

 

(3)  Select the switch to configure in the topology, select the switch ports added to this VLAN, and click Next. 
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(4)  Confirm that the configuration items to be delivered are correct and then click Save. Wait a moment for the 

configuration to take effect. 

 

3.3.2  Configuring the Wireless Network 

Choose Network-Wide > Workspace > Network Planning. 

(1)  Click Add Wi-Fi VLAN to add wireless network configuration, or select an existing Wi-Fi VLAN and click Setup 

to modify its configuration. 
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(2)  Set the SSID, Wi-Fi password, and applicable bands. Click Next. 
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Applicable bands include 2.4 GHz, 5 GHz, and 2.4 GHz + 5 GHz. 

Encryption modes include: Open, Security, and 802.1x (Enterprise). When the encryption mode is set to 

Security, you need to set the Wi-Fi password. 

Click Advanced Settings to configure the advanced parameters, including Wi-Fi Standard, Wireless 

Schedule, Hide SSID, Client Isolation and so on. 

(3)  Configure a VLAN for wireless access, specify the address pool server for access clients in this VLAN, and 

determine whether to create a new DHCP address pool. By default, the gateway is used as the address pool 

server to allocate addresses to access clients. If an access switch is available in this networking, you can 

select this switch as the address pool server. After setting the service parameters, click Next. 
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(4)  Confirm that the configuration items to be delivered are correct and then click Save. Wait a moment for the 

configuration to take effect. 

 

 

3.4   Supporting Traffic Monitoring 

Traffic monitoring can be carried out based on ports, users, and applications. The real-time or historical uplink 

traffic, downlink traffic, and number of sessions can be displayed. 

3.4.1  Viewing Real-Time Traffic 

Choose One-Device > Gateway > Monitor. 
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 Note 

To view real-time traffic of a client, ensure that the Traffic Audit function is enabled on the App Real-time 

Traffic page. 

 

  

 

3.  Viewing Real-time Traffic of an App 

Click the App Real-Time Traffic tab and enable Traffic Audit. You can view the name, application group, uplink 

traffic, and downlink traffic of each app. 

If there are multiple apps, the system displays traffic data by downlink traffic in descending order by default. The 

sorting mode can be switched based on uplink traffic or downlink traffic. You can set the traffic unit, number of 

items to be displayed on the current page, paging display, and other functions based on service requirements. 

 

 

Click Detailed. The details of the traffic used by each user of the current application are displayed in the pop-up 

dialog box. You can set the sorting mode (by downlink traffic or uplink traffic), unit, and other parameters based 

on service requirements. 
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Click Block. In the displayed message, click OK to block the corresponding application. 

 

3.4.2  Viewing Historical Traffic 

Choose One-Device > Gateway > Monitor. 

Click More to the right of the Traffic Trend tab. On the gateway monitoring details page, click the Traffic History 

tab. 

 

Select a refresh frequency to set the frequency of historical traffic refresh. 
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1.  Viewing Historical Traffic of an Interface 

(1)  Click the Traffic History tab. 

(2)  Select an interface or ALL-WAN in the Interface drop-down menu. 

(3)  Select a time range. 

(4)  The system displays historical traffic, session, and half-open connection statistics of an interface or the device 

within a specified period. 

 

 

 Note 

Uplink traffic and downlink traffic are color-coded in the figure. You can move the cursor over a curve to view 

uplink traffic and downlink traffic at a certain time. 

 

2.  View Historical Traffic of a Client 

Click the User Traffic History tab. Select a time range. You can view historical traffic data of clients today or this 

week on the User Traffic History page. 

If there are multiple clients, the system displays the traffic data by downlink traffic in descending order by default. 

You can view the online duration, uplink traffic, and downlink traffic of each client in the time span. The sorting 

mode can be switched based on the uplink traffic or downlink traffic. You can set the traffic unit, number of items to 

be displayed on the current page, paging display, and other functions based on service requirements. 
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Click Detailed. The details of the current client's app usage, including the traffic size and online duration, are 

displayed in a pop-up dialog box. You can set the sorting mode (by downlink traffic or uplink traffic), unit, and other 

parameters based on service requirements. 

 

 Note 

To view historical traffic of a client, ensure that the Traffic Audit function is enabled on the App Real-Time 

Traffic page. 

 

 

 

 

3.  View Historical Traffic of an App 

Click the Traffic History tab, enable the Traffic Audit function, and view the application historical traffic. 

 Note 

The status of Traffic Audit switch is consistent with that on the App Real-Time Traffic page. After it is enabled, 

the App Real-Time Traffic function and App History Traffic function are enabled. 

 

On the App History Traffic page, you can view historical traffic of an application today or this week. 

If there are multiple applications, the system displays traffic data by downlink traffic in descending order by default. 

You can view the name, application group, uplink traffic, and downlink traffic of each application in the time span. 
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The sorting mode can be switched based on uplink traffic or downlink traffic. You can set the traffic unit, number 

of items to be displayed on the current page, paging display, and other functions based on service requirements. 

 

 

Click Detailed. The system displays details about the traffic used by each client of the current application in a 

pop-up dialog box. You can set the sorting mode (by downlink traffic or uplink traffic), unit, and other parameters 

based on service requirements. 

 

 

Click Block. In the displayed message, click OK to block the corresponding application. 

 

 

3.5   Supporting the URL Logging Function 

URL logs record and display website domain names accessed by devices connected to LAN ports within a certain 

minute, access count, and audit results. 

Choose One-Device > Gateway > Monitor. 

(1)  Click More to the right of the Traffic Trend tab. On the page that is displayed, click the URL Log tab. 
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(2)  Toggle on the Enable switch. On the pop-up dialog box, click OK. 

 

 

 

(3)  (Optional) Configure record IP. 

The system records access records of all devices connected to LAN ports by default. If you need to view 

access records of a single device, set record IP. 

Enter the device IP address in record IP and click Save. 

 

 

 Note 

If you need to restore access records of all devices connected to LAN ports, clear information in Record IP 

Only and click Save. 

 

(4)  Check access records. 

The system displays detailed access records, including the time, IP address. 

You can search for access records by IP address or URL. 

 

 

3.6   Processing Alerts 

When a network exception occurs, the system generates an alert and provides suggested actions. Click Alert 

Center in the navigation bar to view the faulty device, alert details, and suggested actions. You can troubleshoot 

the fault based on the suggested actions. 
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AC function switch: If a device works in the router mode and the self-organizing network discovery function is 

enabled, you can enable or disable the AC function. After the AC function is enabled, the device in the router 

mode supports the virtual AC function and can manage downlink devices. If this function is disabled, the device 

needs to be elected as an AC in self-organizing network mode and then manage downlink devices. 

 

4.2   Port Settings 

You can choose Port Settings to set port parameters and view the port information. 

4.2.1  Setting the Port Parameters 

Choose One-Device > Gateway > Config > Network > Port Settings > Basic Settings. 

 

(1) Choose the target port and click Edit. 
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Table 4-1 Port Configuration Parameters 

Parameter Description 

Status Enable or disable the port. 

Rate 

Set the data transmission rate of the port. The options are Auto, 10M, 100M, and 1000M. 

When selecting the port rate, ensure that the connected device can communicate at the 

same rate. If a device only supports a rate of 100 Mbps, but the port rate is set to 1000 

Mbps, communication may fail due to rate mismatch. 

Working Mode 

Set the working mode of the port: 

 Auto: The port automatically detects the working mode of the connected device and 
automatically selects the full-duplex or half-duplex mode based on the connected 
device. 

 Full-duplex: In full-duplex mode, a port can send and receive data simultaneously, 
achieving bidirectional communication. 

 Half-duplex: In half-duplex mode, a port can only send or receive data, but not both. 

Flow Control 
When wired ports of the device work in different rates, data blocking may occur, leading to 

slow network speed. Enabling port flow control helps relieve the data congestion. 

 

(2)  Set the port parameters and click OK. 

4.2.2  Viewing the Port Information 

Choose One-Device > Gateway > Config > Network > Port Settings > Port Info. 
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Select the target WAN port and configure Internet by selecting PPPoE, DHCP or Static IP from the drop-down 

list box. 

When the Internet access mode is not DHCP or PPPoE, you can specify a DNS server to ensure that the device 

can correctly parse domain names and access Internet resources, thereby improving the access speed and 

security. 

 

4.3.2  Modifying the MAC Address 

Choose One-Device > Gateway > Config > Network > WAN. 

Sometimes, the provider restricts Internet access of devices with unknown MAC addresses out of security 

considerations. In this case, you can change the MAC addresses of the WAN ports to valid MAC addresses. 

Select the target WAN port. Click Advanced Settings, enter a MAC address, and click Save. You do not need to 

modify the default MAC address unless otherwise specified. 
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4.3.3  Modifying the MTU 

Choose One-Device > Gateway > Config > Network > WAN. 

1.  Modifying the MTU 

MTU specifies the maximum transmission unit allowed to pass a WAN port. By default, the MTU of a WAN port is 

1500 bytes. Sometimes, large data packets are limited in transmission speed or prohibited in the ISP network, 

leading to slow network speed or even network disconnection. If this occurs, you can click Advanced Settings, 

set the MTU to a smaller value. 

 

If the MTU value is unknown, click MTU Detection to configure the one-click MTU detection, and adjust the MTU 

settings based on the results obtained from MTU detection. 

 

2.  Detecting the MTU  

Click MTU Detection to configure the one-click MTU detection to determine the MTU between two communication 

devices. 
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Enter the destination IP/domain name, retry count, ICMP echo request timeout, minimum MTU, maximum MTU, 

and click Start to start the detection. 

 

4.3.4  Configuring the Private Line 

Choose One-Device > Gateway > Config > Network > WAN. 

Click Advanced Settings, turn on Private Line and determine whether to set the current WAN line as a private 

line. Generally, private lines are used for access to specific internal networks but not the Internet. Private lines 

provide higher network security. 
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4.3.5  Configuring the VLAN Tag 

Choose One-Device > Gateway > Config > Network > WAN. 

Some ISPs require that packets transmitted to their networks carry VLAN IDs. In this case, you can click 

Advanced Settings, enable the 802.1Q Tag function and set a VLAN ID and Priority for the WAN port. By 

default, the VLAN tag function is disabled. You are advised to keep the VLAN tag function disabled unless 

otherwise specified. 

 

 

4.3.6  Configuring NAT Mode 

Choose One-Device > Gateway > Config > Network > WAN. 

When an intranet needs to communicate with an extranet, Network Address Translation (NAT) must be configured 

to convert the private IP address into a globally unique IP address, so that the private network can access the 

public network. 
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Click Advanced Settings, toggle on NAT Mode to enable the NAT mode. When the NAT mode is disabled, this 

router operates in router mode to forward data packets, enabling mutual access between hosts connected to the 

LAN and the WAN ports of this router. 

 

 

 Caution 

Disabling NAT mode may potentially impact the functionality of the self-organizing network (SON) feature. 

 

4.3.7  Configuring the Multi-Line Load Balancing Mode 

Choose One-Device > Gateway > Config > Network > WAN > Load Settings. 

When multiple lines are available, some traffic is forwarded along the line selected based on the address library 

and the remaining traffic is distributed to other lines in load balancing mode. 

Table 4-2 Load balancing modes 

Load Balancing Mode Description 

Loading balancing 

The traffic will be spread across multiple links according to the weight of each 

WAN port. Larger traffic will be distributed to the WAN port with a higher 

weight. 

When you select this mode, you must specify the weight of each WAN port. 

For example, if WAN and WAN 1 weight are set to 3 and 2 respectively, 60% 

of the total traffic will be routed over WAN and 40% over WAN 1. 

Active/Secondary 

All traffic is routed over the primary interface. Once the primary interface fails, 

traffic will be switched over to the secondary interface. 

If there are multiple primary or secondary interfaces, please configure their 

weight. (See balanced mode.) 
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Load Balancing Mode Description 

Forced Switch 

With Load Mode switched from Load balancing to Active/Secondary, if 

Forced Switch is not selected, traffic of new connections will be routed 

through the specified primary interface, while the egress for the traffic of 

existing connections remains unchanged.  

When Forced Switch is selected, traffic of both new and existing 

connections will be routed to the primary interface. 

 

The system supports IPv4 and IPv6 multi-link load balancing. IPv4 multi-link load balancing is enabled by default, 

while IPv6 multi-link load balancing needs to be enabled manually. 

 

1.  Configuring IPv4 Multi-Link Balancing 
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(1) Select a load balancing mode from the Load Mode drop-down list. 

(2) Select a loading balancing policy from the Load Balancing Policy drop-down list. 

Table 4-3 Description of Load Balancing Policies (IPv4) 

Load Balancing Policy Description 

Based on Connections 

After you enable this policy, the traffic is routed over multiple links based on 

the links. Packets with the same source IP address, destination IP address, 

source port, destination port, and protocol are routed over the same link. 

Based on Src IP Address 

After you enable this policy, the traffic is routed over multiple links based on 

the source IP address. The traffic from the same user (same source IP 

address) will be routed to the same interface. This policy prevents traffic from 

the same user from being routed to different links, lowering the risks of 

network access exceptions. 

Based on Src and Dest IP 

Address 

After you enable this policy, the traffic is routed over multiple links based on 

the source IP address and destination. The traffic of the same source IP 

address and destination IP address will be routed to the same interface. 

Smart Load Balancing 

After you enable this feature, the traffic is routed over multiple links based on 

the link bandwidth, the actual loads of the links, application recognition and 

traffic prediction. 

 

(3)  Set the uplink and downlink bandwidths or the weight for each WAN port. 
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2.  Configuring IPv6 Multi-Link Balancing 

 

(1) Toggle on Enable to enable the IPv6 multi-link load balancing mode. 

(2) Select a load balancing mode from the Load Mode drop-down list. 

(3) Select a loading balancing policy from the Load Balancing Policy drop-down list. 

Table 4-4 Description of Load Balancing Policies (IPv6) 

Load Balancing Policy Description 

Based on Connections 

After you enable this policy, the traffic is routed over multiple links based on the 

links. Packets with the same source IP address, destination IP address, source 

port, destination port, and protocol are routed over the same link. 

Based on Src IP Address 

After you enable this policy, the traffic is routed over multiple links based on the 

source IP address. The traffic from the same user (same source IP address) 

will be routed to the same interface. This policy prevents traffic from the same 

user from being routed to different links, lowering the risks of network access 

exceptions. 

Based on Src and Dest IP 

Address 

After you enable this policy, the traffic is routed over multiple links based on the 

source IP address and destination. The traffic of the same source IP address 

and destination IP address will be routed to the same interface. 

 

(4) Set a weight for each WAN port. 

The valid range of weight is 1 to 100000. 

 Note 

The higher the value of the weight, the more traffic is directed to the WAN port. 

 

(5) Click Save. 
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4.3.8  Configuring Line Detection 

Choose One-Device > Gateway > Config > Network > WAN > Line Detection. 

After configuring multiple WAN ports, use the line detection function to check whether lines are connected to the 

external network. If the network is down, the system does not select a route based on the interface, such as load 

balancing, policy-based routing, and ISP routing.  

The system supports IPv4 and IPv6 WAN link detection, which can be enabled separately. 

1.  Configuring IPv4 WAN Link Detection 

(1)  On the IPv4 WAN Link Probe page, select a WAN interface, and toggle on Enable to enable IPv4 WAN link 

detection. 

 

(2)  In the WAN port list, select a WAN port for line detection, and click Edit. 

(3)  Configure the parameters of the line detection function. 
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Table 4-5 Description of Link Detection (IPv4) 

Parameter Description 

Destination IP 

The destination IP address to which the system sends ping messages. 

You can set up to three destination IP addresses. The system sends ping 

messages to one of the IP addresses randomly during detection. 

Probe Interval (s) 
Interval for the system to perform connectivity detection. The default value is 1 

second. 

Timeout (s) 

The maximum timeout period during which the device waits for a response after 

sending a ping message to the destination IP address. If no response is 

received within this time, the probe packet is marked as timed out. The default 

value is 3 seconds. 

Number of Consecutive 

Probe Successes 

The system periodically sends a ping message to a detection destination IP 

address at the specified interval. If the ping succeeds and the number of 

consecutive successful pings reaches the set number of Number of 

Consecutive Probe Successes, the WAN interface is set to be online.  

Probe Rounds for Going 

Offline 

The system periodically sends a ping message to a detection destination IP 

address at the specified interval. If the ping fails and the number of consecutive 

unsuccessful pings reaches the set number of Probe Rounds for Going 

Offline, the WAN interface is set to be offline.  

 

(4)  Click OK. 

 

2.  Configuring IPv6 WAN Link Detection 

(1)  On the IPv6 WAN Link Detection page, toggle on Enable to enable IPv6 WAN link detection. 

 

(2)  In the WAN port list, select a WAN port for link detection, and click Edit. 

(3)  Configure the link detection parameters. 
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Table 4-6 Description of Link Detection (IPv6) 

Parameter Description 

Destination IP 

The destination IP address (IPv6) to which the system sends ping messages. 

You can set up to three destination IP addresses. The system sends ping 

messages to one of the IP addresses randomly during detection. 

Probe Interval (s) 
Interval for the system to perform connectivity detection. The default value is 1 

second. 

Timeout (s) 

The maximum timeout period during which the device waits for a response after 

sending a ping message to the destination IP address. If no response is 

received within this time, the probe packet is marked as timed out. The default 

value is 3 seconds. 

Number of Consecutive 

Probe Successes 

The system periodically sends a ping message to a detection destination IP 

address at the specified interval. If the ping succeeds and the number of 

consecutive successful pings reaches the set number of Number of 

Consecutive Probe Successes, the WAN interface is set to be online.  
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Parameter Description 

Probe Rounds for Going 

Offline 

The system periodically sends a ping message to a detection destination IP 

address at the specified interval. If the ping fails and the number of consecutive 

unsuccessful pings reaches the set number of Probe Rounds for Going 

Offline, the WAN interface is set to be offline.  

 

(4)  Click OK. 

 

4.4   Configuring the LAN Ports 

4.4.1  Modifying the LAN Port IP Address 

Choose One-Device > Gateway > Config > Network > LAN > LAN Settings. 

Click Edit. In the dialog box that appears, enter the IP address and subnet mask, and then click OK. After you 

modify the LAN port IP address, you need to enter the new IP address in the browser to log in to the device again 

before you can configure and manage this device. 
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4.4.2  Modifying the MAC Address 

Choose One-Device > Gateway > Config > Network > LAN > LAN Settings. 

If a static Address Resolution Protocol (ARP) entry (binding between IP address and MAC address of the gateway) 

is configured to prevent ARP attacks to clients in the LAN, the gateway IP address remains unchanged but its 

MAC address changes when the gateway is replaced. As a result, the client may fail to learn the gateway MAC 

address. You can modify the static ARP entry of the client to prevent this problem. You can also change the LAN 

port MAC address of the new device to the MAC address of the original device to allow clients in the LAN to 

access the Internet normally. 

Click Edit. In the dialog box that appears, enter the MAC address, and then click OK. You do not need to modify 

the default LAN port MAC address unless otherwise specified. 
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4.5.2  Creating a VLAN 

 Note 

RG-EG105GW(T) and RG-EG105GW-X support a maximum of 16 VLANs. 

 

Choose One-Device > Gateway > Config > Network > LAN > LAN Settings. 

A LAN can be divided into multiple VLANs. Click Add and create a VLAN. 
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(2)  Click the Select button next to SSID and choose the Wi-Fi network of the primary router. If the Wi-Fi network 

of the primary router is encrypted, enter the Wi-Fi password for the selected Wi-Fi network. 

 

 

 

(3)  Configure the Wi-Fi network for the local router. You can choose New Wi-Fi or Same as Primary Router Wi-

Fi. 
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4.8   Configuring DNS 

4.8.1  Local DNS 

When the WAN interface runs DHCP or PPPoE protocol, the device automatically obtains the DNS server address. 

If the upper-layer device does not deliver the DNS server address or the DNS server needs to be changed, you 

can manually configure a new DNS server. 

Choose One-Device > Gateway > Config > Advanced > DNS > Local DNS. 

Local DNS server: Configure the DNS server address used by the local device. If multiple addresses exist, 

separate them with spaces. 

 

 

4.8.2  DNS Policy 

Choose One-Device > Gateway > Config > Advanced > DNS > DNS Policy. 

1.  Static Domain Name Resolution 

By configuring a DNS policy, you can resolve a specified domain name to the corresponding IP address, without 

relying on an external DNS server to perform domain name resolution. This can accelerate domain name 

resolution and mitigate security risks such as DNS hijacking. 
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(1)  In the Static Domain Resolution section, click +Add. 

 

(2)  In the pop-up window that is displayed, enter the domain name and IP address. 

 

(3)  Toggle on Enable, and click OK. 

2.  Dynamic Domain Name Resolution 

After a DNS server is configured, the specified interface uses the configured DNS server to resolve domain names. 

In the Dynamic Domain Resolution section, click +Add. In the pop-up window that is displayed, enter the domain 

name, and select the interface. Enter the DNS server IP address and remarks if necessary, toggle on Enable, 

and click OK. 

 Caution 

If an intranet server is configured for resolving specific domains, you are advised to not use the local gateway 

as the DNS server to prevent potential problems like recursive queries or other domain resolution issues. 
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4.8.3  DNS Proxy 

DNS proxy is optional configuration. By default, the device obtains the DNS server address from the upper-layer 

device. 

Choose One-Device > Gateway > Config > Advanced > DNS > DNS Proxy. 

DNS Proxy: By default, the DNS proxy is disabled, and the DNS address delivered by the ISP is used. If the DNS 

configuration is incorrect, the device may fail to parse domain names and network access will fail. It is 

recommended to keep the DNS proxy disabled. 

DNS Server: Enable clients to access the Internet by using the DNS server address delivered by the upper-layer 

device. The default settings are recommended. After the DNS proxy is enabled, you need to enter the DNS server 

IP address. The DNS settings vary with the region. Consult the local ISP for details. 

 

4.9   Configuring IPv6 

4.9.1  IPv6 Overview 

Internet Protocol Version 6 (IPv6) is the next-generation IP protocol designed by Internet Engineering Task Force 

(IETF) to substitute IPv4. It is used to compensate insufficient IPv4 network addresses. 
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Table 4-8 IPv6 address configuration for WAN port 

Parameter Description 

Internet 

Configure a method for the WAN port to obtain an IPv6 address. 

 DHCP/PPPoE: The current device functions as the DHCPv6 client, and it 
applies for an IPv6 address and prefix from the uplink network device. 

 Static IP: You need to manually configure a static IPv6 address, gateway 
address, and DNS server. 

 Null: The IPv6 function is disabled on the WAN port. 

IPv6 Address 

When Internet is set to DHCP/PPPoE, the automatically obtained IPv6 address is 

displayed. 

When Internet is set to Static IP, you need to configure this parameter manually. 

IPv6 Prefix 
When Internet is set to DHCP/PPPoE, the IPv6 address prefix automatically 

obtained by the current device is displayed. 

Gateway 

When Internet is set to DHCP/PPPoE, the automatically obtained gateway 

address is displayed. 

When Internet is set to Static IP, you need to configure this parameter manually. 

DNS Server 

When Internet is set to DHCP/PPPoE, the automatically obtained DNS server 

address is displayed. 

When Internet is set to Static IP, you need to configure this parameter manually. 
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Parameter Description 

NAT66 

If the current device cannot access the Internet through DHCP/PPPoE or cannot 

obtain the IPv6 prefix, you need to enable the NAT66 function to allocate IPv6 

addresses to clients on the internal network. 

Default Preference 

Set the default route preference for the current line. A smaller value indicates a 

higher preference. For the same destination address, the route with the highest 

preference is selected as the optimal route. 

 

4.9.6  Configuring an IPv6 Address for the LAN Port 

Choose One-Device > Gateway > Config > Network > IPv6 Address > LAN Settings. 

When the device accesses the Internet through DHCP, it can obtain LAN port IPv6 addresses from the uplink 

device and allocate IPv6 addresses to the clients in the LAN based on the IPv6 address prefix. If the uplink device 

cannot allocate an IPv6 address prefix to the device, you need to manually configure an IPv6 address prefix for 

the LAN port and enable the NAT66 function to allocate IPv6 addresses to the clients in the LAN. For details, see 

Section 4.9.5  Configuring an IPv6 Address for the WAN Port. 

Click Add and configure a rule for assigning IPv6 addresses to clients in the VLAN. 

 



Configuration Guide  Network Settings 

74 

 

Table 4-9 IPv6 address configuration for LAN port 

Parameter Description 

VLAN ID 

Configure a VLAN to which the rule applies. You can click the drop-down list 

box and select an existing VLAN. For details about how to create a VLAN, 

see Section 4.5   Configuring VLAN. 

IPv6 Assignment 

You can use either of the following methods to allocate IPv6 addresses to 

clients: 

 Auto: Allocate IPv6 addresses to clients in DHCPv6 or SLAAC mode. 

 DHCPv6: Allocate IPv6 addresses to clients through DHCPv6. 

 SLAAC: Allocate IPv6 addresses to clients through SLAAC. 

 Null: Do not allocate addresses to clients. 

You should select an allocation method based on the protocol supported by 

clients on the internal network. If you are not sure about the supported 

protocol, select Auto. 

IPv6 Address/Prefix Length 

Configure the IPv6 address and length for the VLAN. If the address length 

ranges from 48 to 64 bits, the address will also be used as the IPv6 address 

prefix. 



Configuration Guide  Network Settings 

75 

Parameter Description 

Subnet Prefix Name 

Configure the interface from which the prefix is obtained, for example, 

WAN_V6. The default value is all interfaces. If Disable is selected, the IPv6 

Address/Prefix Length field must be configured to assign IP addresses to 

hosts on the LAN. 

Subnet Prefix Length Specify the length of the subnet prefix. The value is in the range of 48 to 64. 

Subnet ID 
Configure the subnet ID in the hexadecimal format. The value 0 indicates 

auto increment. 

Lease Time(Min) Set the lease of the IPv6 address, in minutes. 

DNS Server Configure the IPv6 DNS server address. 

4.9.7  Viewing the DHCPv6 Client 

Choose One-Device > Gateway > Config > Network > IPv6 Address > DHCPv6 Clients. 

When the device functions as a DHCPv6 server to allocate IPv6 addresses to clients, you can view the information 

about the client that obtains an IPv6 address from the device on the current page. The client information includes 

the host name, IPv6 address, remaining lease time, and DHCPv6 Unique Identifier (DUID). 

Enter the DUID in the search bar and click  to quickly find relative information of the specified DHCPv6 

client. 

 

 

4.9.8  Configuring the Static DHCPv6 Address 

Configure the IPv6 address statically bound to the DUID of a client so that the client can obtain the specified 

address each time. 

Choose One-Device > Gateway > Config > Network > IPv6 Address > Static DHCPv6. 



Configuration Guide  Network Settings 

76 

 

 

(1)  Click Add. 

 

(2)  Enter the IPv6 address and DUID. 

(3)  Click OK. 

4.9.9  Configuring the IPv6 Neighbor List 

In IPv6, Neighbor Discovery Protocol (NDP) is an important basic protocol. NDP replaces the ARP and ICMP 

route discovery protocols of IPv4, and supports the following functions: address resolution, neighbor status 

tracking, duplicate address detection, router discovery, and redirection. 

Choose One-Device > Gateway > Config > Security > IPv6 Neighbor List. 

 

 

(1)  Click Add and manually add the interface, IPv6 address and MAC address of the neighbor. 
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(2)  Select the MAC address and IP address to be bound, and click Bind in the Action column to bind the IP 

address to the MAC address to prevent ND attacks.  

 

 

4.10   Configuring a DHCP Server 

4.10.1  DHCP Server Overview 

After the DHCP server function is enabled in the LAN, the device can automatically deliver IP addresses to clients, 

so that clients connected to the LAN ports of the device or connected to Wi-Fi can access the Internet using the 

obtained addresses. 

See Section 4.9.6  Configuring an IPv6 Address for the LAN Port for more information about the DHCPv6 server 

function. 

4.10.2  Address Allocation Mechanism 

The DHCP server allocates an IP address to a client in the following way: 

(1)  When the device receives an IP address request from a DHCP client, the device searches the DHCP static 

address allocation list. If the MAC address of the DHCP client is in the DHCP static address allocation list, the 

device allocates the corresponding IP address to the DHCP client. 
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(2)  If the MAC address of the DHCP client is not in the DHCP static address allocation list or the IP address that 

the DHCP client applies is not in the same network segment as the LAN port IP address, the device selects 

an IP address not used from the address pool and allocates the address to the DHCP client. 

(3)  If no IP address in the address pool is allocable, the client will fail to obtain an IP address. 

4.10.3  Configuring the DHCP Server 

1.  Configuring Basic Parameters 

Choose One-Device > Gateway > Config > Network > LAN > LAN Settings. 

Select the VLAN to which the DHCP function needs to be configured and click Edit. 
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DHCP Server: The DHCP server function is enabled by default in the router mode. You are advised to enable the 

function if the device is used as the sole router in the network. When multiple routers are connected to the upper-

layer device through LAN ports, disable this function. 

 Caution 

If the DHCP server function is disabled on all devices in the network, clients cannot automatically obtain IP 

addresses. You need to enable the DHCP server function on one device or manually configure a static IP 

address for each client for Internet access. 

 

Start IP Address: Enter the start IP address of the DHCP address pool. A client obtains an IP address from the 

address pool. If all the addresses in the address pool are used up, no IP address can be obtained from the 

address pool. 

IP Count: Enter the number of IP addresses in the address pool. 

Lease Time (Min): Enter the address lease term. When a client is connected, the leased IP address is 

automatically renewed. If a leased IP address is not renewed due to client disconnection or network instability, 

the IP address will be reclaimed after the lease term expires. After the client connection is restored, the client can 

request an IP address again. The default lease term is 30 minutes. 

2.  Configuring DHCP Option 

Choose One-Device > Gateway > Config > Network > LAN > DHCP. 

The DHCP Option configuration is shared by all LAN ports. You can configure DHCP Option based on actual 

needs. 

 

 

Table 4-10 DHCP Option configuration 

Parameter Description 

DNS Server Enter the DNS server address provided by the ISP. 
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Parameter Description 

Option 43 

When the AC (wireless controller) and the AP are not in the same LAN, the AP cannot 

discover the AC through broadcast after obtaining an IP address from the DHCP server. 

To enable the AP to discover the AC, you need to configure Option 43 carried in the 

DHCP response packet on the DHCP server. 

Option 138 

Enter the IP address of the AC. Similar to Option 43, when the AC and AP are not in the 

same LAN, you can configure Option 138 to enable the AP to obtain the IPv4 address of 

the AC. 

Option 150 
Enter the IP address of the TFTP server. The TFTP server allocates addresses to 

clients. 

Gateway 

Configure the IP address of the default gateway or default route that the DHCP server 

assigns to clients. The default gateway is the next hop address used by a client to send 

data packets to an external network. It is responsible for forwarding the data packets to 

the target network. 

Domain Name 

When deploying a server on the internal network, you can set a domain name to allow 

intranet clients to access the server. After the configuration is completed, intranet clients 

can access the server by using the host name and domain name, thereby avoiding 

access failure due to changes in the server's IP address. 

 

4.10.4  Viewing the DHCP Client 

Choose One-Device > Gateway > Config > Network > LAN > DHCP Clients. 

View the client addresses automatically allocated by thorough DHCP. Find the target client and click Convert to 

Static IP in the Status column, or select desired clients and click Batch Add. The dynamic address allocation 

relationship is added to the static address allocation list, so that the host can obtain the bound IP address for each 

connection. For details on how to view the static address allocation list, see Section 4.10.5  Configuring Static 

IP Addresses. 

 

4.10.5  Configuring Static IP Addresses 

Choose One-Device > Gateway > Config > Network > LAN Static IP Addresses. 

The page displays all configured static IP addresses. 
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Click Add. In the pop-up window, enter the MAC address and IP address of the client to be bound, and click OK. 

After a static IP address is bound, the bound IP address will be obtained each time the client connects to the 

network. 

 

 

Click Batch Export to export all existing static IP addresses. 

Click Batch Import to import static IP addresses in the file to the device. The entries with the same MAC address 

as those in the list will be overwritten by the configurations in the file, and the other configurations in the list will 

not be changed. The other configurations in the file will be added to the list in the form of new entries. 
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4.11   Configuring Routes 

4.11.1  PBR 

1.  Overview 

Policy-based routing (PBR) is a mechanism for routing and forwarding based on user-specified policies. When a 

router forwards data packets, it filters the packets according to the configured rules, and then forwards the 

matched packets according to the specified forwarding policy. The PBR feature enables the device to formulate 

rules according to specific fields (source or destination IP address and protocol type) in the data packets, and 

forward the data packets from a specific interface. 

In a multi-line scenario, if the device is connected to the Internet and the internal network through different lines, 

the traffic will be evenly routed over the lines if no routing settings are available. In this case, access data to the 

internal network may be sent to the external network, or access data to the external network may be sent to the 

internal network, resulting in network exceptions. To prevent these exceptions, you need to configure PBR to 

control data isolation and forwarding on the internal and external networks. 

The device can forward data packets using either of the following three policies: PBR, address-based routing, 

and static routing. When all the policies exist, PBR, static routing, and address-based routing have descending 

order in priority. For details on address-based routing, see Section 4.3.7  Configuring the Multi-Line Load 

Balancing Mode. 

2.  Configuring IPv4 PBR 

Choose One-Device > Gateway > Config > Advanced > Routing > PBR. 
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Click Add to add a PBR rule. 

 

 

 

Table 4-11 PBR configuration 

Parameter Description 

Name 
Specify the name of the PBR rule, which uniquely identifies a PBR rule. The name 

must be unique for each rule. 

Protocol Type 
Specify the protocol to which the PBR rule is effective. You can set this parameter to 

IP, ICMP, UDP, TCP, or Custom. 

Protocol Number When Protocol Type is set to Custom, you need to enter the protocol number. 
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Parameter Description 

Src IP/IP Range 

Configure the source IP address or IP address range for matching PBR entries. The 

default value is All IP Addresses. 

 All IP Addresses: Match all the source IP addresses. 

 Custom: Match the source IP addresses in the specified IP range. 

Custom Src IP 
When Src IP/IP Range is set to Custom, you need to enter a single source IP 

address or a source IP range. 

Dest IP/IP Range 

Configure the destination IP address or IP address range for matching PBR entries. 

The default value is All IP Addresses. 

 All IP Addresses: Match all the destination IP addresses. 

 Custom: Match the destination IP addresses in the specified IP range. 

Custom Dest IP 
When Dest IP/IP Range is set to Custom, you need to enter a destination source IP 

address or a destination IP range. 

Src Port Range 
This parameter is available only when Protocol Type is set to TCP or UDP. This 

parameter specifies the source port range for packet matching using PBR. 

Dest Port Range 
This parameter is available only when Protocol Type is set to TCP or UDP. This 

parameter specifies the destination port range for packet matching using PBR. 

Outbound Interface Specify the interface that forwards the data packet based on the hit PBR rule. 

Traffic Assurance 
When an outbound interface is unreachable, the traffic will be automatically routed 

to other reachable outbound interfaces. 

Effective State 
Turn on Effective State to specify whether to enable the PBR rule. If Effective 

State is turned off, this rule does not take effect. 

 

 Note 

If you want to restrict the access device to access only the specified internal network, you can set the outbound 

interface in the corresponding route to the WAN port in the private line network. For details on how to set the 

private line network, see Section 4.3.4  Configuring the Private Line. 

 

All the created PBR policies are displayed in the PBR list, with the latest policy listed on the top. The device 

matches the policies according to their sorting in the list. You can manually adjust the policy matching sequence 

by clicking  or  in the Match Order column. 
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3.  Configuring IPv6 PBR 

Choose One-Device > Gateway > Config > Advanced > Routing > IPv6 PBR. 

 

 

Click Add to add a PBR rule. 

 

 

Table 4-12 Description of IPv6 PBR Configuration Parameters 

Parameter Description 

Name 
Specify the name of the PBR rule, which uniquely identifies a PBR rule. The 

name must be unique for each rule. 
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Parameter Description 

Protocol Type 
Specify the protocol to which the PBR rule is effective. You can set this 

parameter to IP, ICMPv6, UDP, TCP, or Custom. 

Protocol Number When Protocol Type is set to Custom, you need to enter the protocol number. 

Src IP/IP Range 

Configure the source IP address or IP address range for matching PBR 

entries. The default value is All IP Addresses. 

 All IP Addresses: Match all the source IP addresses. 

 Custom: Match the source IP addresses in the specified IP range. 

Custom Src IP 
When Src IP/IP Range is set to Custom, you need to enter a single source IP 

address or a source IP range. 

Dest IP/IP Range 

Configure the destination IP address or IP address range for matching PBR 

entries. The default value is All IP Addresses. 

 All IP Addresses: Match all the destination IP addresses. 

 Custom: Match the destination IP addresses in the specified IP range. 

Custom Dest IP 
When Dest IP/IP Range is set to Custom, you need to enter a destination 

source IP address or a destination IP range. 

Src Port Range 

This parameter is available only when Protocol Type is set to TCP or UDP. 

This parameter specifies the source port range for packet matching using 

PBR. 

Dest Port Range 

This parameter is available only when Protocol Type is set to TCP or UDP. 

This parameter specifies the destination port range for packet matching using 

PBR. 

Outbound Interface Specify the interface that forwards the data packet based on the hit PBR rule. 

Traffic Assurance 
When an outbound interface is unreachable, the traffic will be automatically 

routed to other reachable outbound interfaces. 

Effective State 
Turn on Effective State to specify whether to enable the PBR rule. If 

Effective State is turned off, this rule does not take effect. 

 

 Note 

If you want to restrict the access device to access only the specified internal network, you can set the outbound 

interface in the corresponding route to the WAN port in the private line network. For details on how to set the 

private line network, see Section 4.3.4  Configuring the Private Line. 

 

All the created PBR policies are displayed in the PBR list, with the latest policy listed on the top. The device 

matches the policies according to their sorting in the list. You can manually adjust the policy matching sequence 

by clicking  or  in the Match Order column. 
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Choose One-Device > Gateway > Config > Advanced > Routing > PBR and click Add. In the dialog box 

that appears, create a PBR policy and set Outbound Interface to WAN1. 

 

 

(3)  Add a PBR policy to forward data packets destined to the internal network through WAN 2 port. 

In this policy, set Custom Dest IP to 10.1.1.1-10.1.1.254 and Outbound Interface to WAN2. 
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(4)  Add a PBR policy to restrict devices in the IP range 172.26.31.1 to 172.26.31.200 to access the internal private 

line only. 

In this policy, set Src IP/IP Range to Custom, Custom Src IP to 172.26.31.1-172.26.31.200, and Outbound 

Interface to WAN2. 
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4.11.2  Configuring Static Routes 

Static routes are manually configured by the user. When a data packet matches a static route, the packet will be 

forwarded according to the specified forwarding mode. 

 Caution 

Static routes cannot automatically adapt to changes of the network topology. When the network topology 

changes, you need to reconfigure the static routes. 

 

1.  Configuring IPv4 Static Routing 

Choose One-Device > Gateway > Config > Advanced > Routing > Static Routing. 

Click Add. In the dialog box that appears, enter the destination address, subnet mask, outbound interface, and 

next-hop IP address to create a static route. 
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Table 4-13 Static route configuration 

Parameter Description 

Dest IP Address 
Specify the destination network to which the data packet is to be sent. The device 

matches the data packet based on the destination address and subnet mask. 

Subnet Mask 
Specify the subnet mask of the destination network. The device matches the data 

packet based on the destination address and subnet mask. 

Outbound Interface Specify the interface that forwards the data packet. 

Next Hop 

Specify the IP address of the next hop in the route for the data packet. If the 

outbound interface accesses the Internet through PPPoE dialing, you do not need 

to configure the next-hop address. 

 

After a static route is created, you can find the relevant route configuration and reachability status in the static 

route list. The Reachable parameter specifies whether the next hop is reachable, based on which you can 

determine whether the route takes effect. If the value is No, check whether the outbound interface in the current 

route can ping the next-hop address. 
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2.  Configuring the IPv6 Static Route 

Choose One-Device > Gateway > Config > Advanced > Routing > IPv6 Static Routing. 

 

 

(1)  Click Add. 

 

 

(2)  Configure an IPv6 static route of the device. 

Table 4-14 Description of IPv6 Static Routing Configuration Parameters  

Parameter Description 

IPv6 Address/Prefix Length 
Destination network of the packet. The destination address of the packet is 

matched according to the IPv6 address and prefix length. 

Outbound Interface Interface that forwards the packet. 

Next Hop IP address of the next routing node to which the packet is sent. 

 

(3)  Click OK. 

 

4.11.3  Configuring the IPv6 Static Route 

Choose Local Device > Advanced > Routing > Static Routing_v6. 
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(1)  Click Add. 

 

(2)  Configure an IPv6 static route of the device. 

Table 4-15 Description of IPv6 Static Routing Configuration Parameters  

Parameter Description 

IPv6 Address/Prefix Length 

Destination network of the packet. The destination 

address of the packet is matched according to the IPv6 

address and prefix length. 

Outbound Interface Interface that forwards the packet. 

Next Hop 
IP address of the next routing node to which the packet is 

sent. 

 

(3)  Click OK. 
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4.11.4   Set URL Route 

Choose Local Device > Config > Advanced > Routing Settings > URL Routing. 

Configure the outbound interface for accessing a website URL. When a data packet matches the URL route, the 

data packet is forwarded in the specified mode. 

 

 

Click Add. In the dialog box that appears, set the type, website group, outbound interface, and managed time 

range, and then click Add to create a URL route. 

 

Table 4-16 URL Routing Configuration Parameters 

Parameter Description 

Type URL route type, which can be: 
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Parameter Description 

 User group: select the user group to which the route-policy applies. 

 Custom: apply the route to users with IP addresses in the specified IP address 
range. You need to manually enter the IP address range. 

User group 

This parameter is required when type is set to user group. 

Select users to which the URL route applies from the user group list. The user group 

list is available in 8.2   User Management. If all members in a user group are 

selected, the configuration takes effect for the entire user group (including members 

added to the user group later). 

IP Address Group 
Configure this information when type is set to custom. 

Enter the IP address range managed by URL routing. 

Website group 

Set the website type for which URL routes need to be configured. Select a website 

group from the created website groups. For details on how to create or modify a 

website group, see Section 8.5   Website Management. 

Managed time period 

During the controlled period, when the managed client accesses the application in 

the website group, the packets are forwarded through the outbound interface. Select 

from the drop-down list. Time range defined in 8.3   Time Management, or select 

custom and manually configure a time range. 

Outgoing interface Specify the interface that forwards the data packet based on the hit PBR rule. 

Remarks Configuring the description of a URL route 

Network disconnection 

protection 

After this function is enabled, if the outbound interface is unreachable, traffic is 

automatically switched to another reachable outbound interface. 

Effective status 
Turn on status to specify whether to enable the PBR rule. If status is turned off, this 

rule does not take effect. 

 

4.12   Configuring ARP Binding and ARP Guard 

4.12.1  Overview 

The device learns the IP address and MAC address of the network devices connected to its interfaces and 

generates the corresponding ARP entries. You can enable ARP guard and configure IP-MAC binding to restrict 

Internet access of LAN hosts and improve network security. 

4.12.2  Configuring ARP Binding 

Choose One-Device > Gateway > Config > Security > ARP List. 

Before you enable ARP guard, you must configure the binding between IP addresses and MAC addresses in 

either of the following ways: 
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(1)  Select a dynamic ARP entry in the ARP list and click Bind. You can select multiple entries to be bound at one 

time and click Bind Selected to bind them. 

 

(2)  Click Add, enter the IP address and MAC address to be bound, and click OK. The input box can display 

existing address mappings in the ARP list. You can click a mapping to automatically enter the address mapping. 

 

 

To remove the binding between a static IP address and a MAC address, click Delete in the Action column. 

 

 

4.12.3  Configuring ARP Guard 

Choose One-Device > Gateway > Config > Security > ARP List. 

Turn on Enable in the ARP Guard section to enable ARP guard. After ARP guard is enabled, only LAN hosts with 

IP-MAC binding can access the external network. For details on how to configure ARP binding, see Section 4.12.2   

Configuring ARP Binding. 
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Table 4-17 Port mapping configuration 

Parameter Description 

Name Enter the description of the port mapping rule, which is used to identify the rule. 

Preferred Server 

Select the type of service to be mapped, such as HTTP or FTP. The internal port 

number commonly used by the service is automatically entered. If you are not 

sure about the service type, select Custom. 

Protocol 

Select the transmission layer protocol type used by the service, such as TCP or 

UDP. The value ALL indicates that the rule applies to both protocols. The value 

must comply with the client configuration of the service. 
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Parameter Description 

External IP Address 
Specify the host address used for Internet access. The default value is the IP 

address of the WAN port. 

External Port/Range 

Specify the port number used for Internet access. You need to confirm the port 

number in the client software, such as the camera monitoring software. You can 

enter a port number or a port range, such as 1050-1060. If you enter a port 

range, the value of Internal Port/Range must also be a port range. 

Internal IP Address 

Specify the IP address of the internal server to be mapped to the WAN port, that 

is, the IP address of the LAN device that provides Internet access, such as the 

IP address of the network camera. 

Internal Port/Range 

Specify the service port number of the internal server to be mapped to the WAN 

port, that is, the port number of the application that provides Internet access, 

such as port 8080 of the Web service. 

You can enter a port number or a port range, such as 1050-1060. If you enter a 

port range, the number of ports must be the same as that specified in External 

Port/Range. 

 

4.14.4  Verification and Test 

Check whether the external network device can access services on the destination host using the external IP 

address and external port number. 

4.14.5  Solution to Test Failure 

(1)  Modify the value of External Port/Range and use the new external port number to perform the test again. The 

possible cause is that the port is blocked by the firewall. 

(2)  Enable the remote access permission on the server. The possible cause is that remote access is displayed on 

the server, resulting in normal internal access but abnormal access across network segments. 

(3)  Configure DMZ rules. For details, see Section 4.14.6  Configuration Steps (DMZ). The possible cause is that 

the specified ports are incorrect or incomplete. 

4.14.6  Configuration Steps (DMZ) 

Choose One-Device > Gateway > Config > Advanced > Port Mapping > NAT-DMZ. 

Click Add. Enter the rule name and internal server IP address, select the interface to which the rule applies, 

specify the rule status, and click OK. You can configure only one DMZ rule for an outbound interface. 
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Table 4-18 DMZ rule configuration 

Parameter Description 

Name Enter the description of the mapping rule, which is identify the DMZ rule. 

Dest IP Address 
Specify the IP address of the DMZ host to which packets are redirected, that is, 

the IP address of the internal server that can be accessed from the Internet. 

Outbound Interface 
Specify the WAN port in the DMZ rule. You can configure only one rule for a 

WAN port. 

Status 
Specify whether the rule is effective. The rule is effective after you turn on 

Status. 
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Parameter Description 

Default Interface 

Specify the WAN port address bound to the UPnP service. By default, the 

default interface is a WAN port. On the device with multiple WAN ports, you 

can manually select the WAN port to bind or set this parameter to Auto to allow 

the device to select a WAN port automatically. 

 

4.15.3  Verifying Configuration 

After the UPnP service is enabled, open a program that supports the UPnP protocol (such as Thunder or BitComet) 

on the client used with the device, and refresh the Web page on the device. If a UPnP entry is displayed in the 

UPnP list, a UPnP tunnel is created successfully. 

4.16   Dynamic DNS 

4.16.1  Overview 

After the Dynamic Domain Name Server (DDNS) service is enabled, external users can use a fixed domain name 

to access service resources on the device over the Internet at any time, without the need to search for the WAN 

port IP address. You need to register an account and a domain name on the third-party DDNS service provider 

for this service. The device supports DynDNS and No-IP DNS. 

4.16.2  Getting Started 

Before you use the DDNS service, register an account and a domain name on the No-IP or DynDNS official 

website. 

4.16.3  Configuring DDNS 

1.  Configuration Steps 

The device supports No-IP DNS and DynDNS. DynDNS can be used by International users only, and No-IP DNS 

can be used by both Chinese and International users. 

Choose One-Device > Gateway > Config > Advanced > Dynamic DNS. 

Enter the registered username and password and click Log In to initiate a connection request to the server. The 

binding between the domain name and WAN port IP address of the device takes effect. 

Click Delete to clear all the entered information and remove the server connection relationship. 

The Link Status parameter specifies whether the server connection is established successfully. If you do not 

specify the domain name upon login, the domain name list of the current account is displayed after successful 

connection. All the domain names of this account are parsed to the WAN port IP address. 
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 Caution 

Enabling this function may lead to network disconnection. Exercise caution when performing this operation. 

 

 

4.17.3  Configuration Steps (IGMP Type) 

Choose One-Device > Gateway > Config > Network > IPTV > IPTV/IGMP. 

The IGMP type is applicable to the ISP FPT. After you enable IPTV connection, connect the IPTV set top box to 

any LAN port on the router. 
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4.18   Limiting the Number of Connections 

Choose One-Device > Gateway > Config > Advanced > Session Limit. 

This function is used to control the maximum number of connections per IP address. 

Click Add to add an IP session limit rule. 

 

 

 

Table 4-21 IP session limit rule information 

Parameter Description 

Name Enter the name of the IP session limit rule. 

Type 

Select the rule type: 

 User Group: The rule takes effect on the specified user group. 

 Custom: The rule takes effect on the custom IP address range. 
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Parameter Description 

User Group 

Select the user group from the list. For details about the user group list, see 

Section 8.2   User Management. 

If all members of the user group are selected, the rule applies to the entire user 

group, including future members added to the group. 

Note: This field is required only when the rule Type is set to User Group. 

Start IP Address Enter the start IP address for session matching in the rule. 

End IP Address Enter the end IP address for session matching in the rule. 

Total Connections Specify the total number of sessions for all IP addresses matching this rule. 

Total Connections per 

IP 

Specify the maximum number of sessions per IP address for all IP addresses 

matching this rule. 

Status 
Specify whether the rule is effective. The rule takes effect after you turn on this 

parameter. 

Application 

After an application is selected, the rule will take effect on the specified 

application. 

 All Applications: The rule takes effect on all applications. 

 App Group: Select an application group defined in 8.4.4  Custom 
Application Group from the drop-down list box. The rule takes effect on 
applications in the selected application group. 

 Custom: The rule takes effect on specified applications in the application 
list. 

Time 

The rule is effective in the selected time period. Select a time period from the 

time periods defined in 8.3   Time Management from the drop-down list, or 

select Custom to manually configure a time period. 

Apply To 

Set the application scope of the rule: 

 Total: The rule applies to the entire device. 

 Specified port: Select the interfaces to which the session count limit will 
be applied. The rule will be applied to the selected interfaces only. 

 

4.19   Configuring Local Security 

4.19.1  Configuring an Admin IP Address 

Admin IP addresses are exempt from the ping prohibition function. Packets sent from admin IP 

addresses can pass through and will not be discarded. 

Choose One-Device > Gateway > Config > Security > Local Security > Security Zone. 
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3.  Editing a TTL Rule 

Click Edit. Change the TTL rule configuration mode and TTL value. 

 

 

4.  Adjusting the Sequence of TTL Rules 

After configuring multiple TTL rules, you can adjust their sequence to specify the rule matching sequence. TTL 

rules in front rows are matched first, and those in back rows are matched later. If the ranges of rules overlap, the 

final effect is the superposition of multiple matching results. 
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You can click the three horizontal dots on the right side of the user to edit or delete the user. 

 

4.22   Configuring Self-Healing Mesh 
Choose One-Device > Gateway > Config > Advanced > Self-Healing Mesh. 

After Reyee Mesh is enabled, Self-Healing Mesh is automatically switched to Wireless Repeater mode to ensure 

normal service operation if a fault occurs on the wired link. 

 

 

4.23   Hardware Acceleration 

 Note 

This feature is supported by only the RG-EG105GW-X. 

 

Choose One-Device > Gateway > Config > Advanced > Hardware Acceleration. 

After Hardware acceleration is enabled, the Internet access speed will be improved. 
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Table 4-24 Audit Log Configuration Parameters 

Parameter Description 

Server Type 

Server type. The device supports the following three server types: 

 Default: Default server type. 

 turkiye-5651: Local server in Türkiye.  

 Thailand: Local server in Thailand. 

Server Address Address of the log server. It can be a domain name and an IPv4 address. 

Port 
Port number of the server, which can be a custom port number. The default port 

number is 514. 

Log Sending Rate 
Rate at which the device sends audit logs to the server. The default rate is 5000 logs 

per second. The value ranges from 1 log per second to 10000 logs per second. 

Log Type 

Types of logs to be sent to the server, including DHCP logs, NAT logs, URL logs, and 

authentication user logs. Priority of sending audit logs: High, Medium, and Low. When 

the device resources are limited, audit logs with higher priority are sent to the server 

first. 

 

(3)  Click Save. 

Click Show Log Status to view the status of the Audit Log function, including the server address, server 

connection status, and the sending history of each log type (including received, sent, and discarded logs). 

 

 

4.25   Other Settings 

Choose Local Device > Advanced > Other Settings.  
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You can set some functions not frequently used on the Other Settings page. By default, all the functions on this 

page are disabled. 

Enable RIP&RIPng: After this function is enabled, LAN and WAN ports support dynamic routing protocols Routing 

Information Protocol (RIP) and RIP next generation (RIPng) and can automatically synchronize route information 

from other RIP-enabled routers in the network. 

Enable Advanced Firewall: After this function is enabled, enhanced attack defense and packet protocol check 

will degrade the forwarding performance of the device. 

Enable SIP ALG: Some voice communication uses the Session Initiation Protocol (SIP) protocol. If the server is 

connected to a WAN port, SIP packets may become unavailable after NAT. After you enable this function, SIP 

packets are converted by the application-level gateway (ALG). You can enable or disable this function based on 

actual needs. 

Disable ICMPv6 Error Messages: In normal cases, when the device receives an ICMPv6 anomaly packet, it 

sends an ICMPv6 error packet to the packet source. If you do not want the device to send these packets due to 

security considerations, enable this function. 
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5 Wireless Management 

 Note 

Wireless management includes wireless function settings of the device and management of downlink wireless 

devices of the device. When self-organizing network discovery is enabled, the wireless settings are 

synchronized to all wireless devices in the network. You can configure groups to limit the device scope under 

wireless management. For details, see Section 5.1   Configuring AP Groups. 

 

5.1   Configuring AP Groups 

5.1.1  Overview 

After self-organizing network discovery is enabled, the device can function as the master AP/AC to batch 

configure and manage its downlink APs by group. Before you configure the APs, divide them to different groups. 

 Note 

If you specify groups when configuring the wireless network, the configuration takes effect on wireless devices 

in the specified groups. 

5.1.2  Configuration Steps 

Choose Network > Devices > AP. 

(1)  View the information of all APs in the current network, including the basic information, RF information, and 

model. Click the SN of an AP to configure the AP separately. 

 

 

(2)  Click Expand. Information of all the current groups is displayed to the left of the list. Click  to create a 

group. You can create a maximum of eight groups. Select the target group and click  to modify the group 

name or click  to delete the group. You cannot modify the name of the default group or delete the default 

group. 
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(3)  Click a group name in the left. All devices in the group are displayed. One device can belong to only one group. 

By default, all devices belong to the default group. Select a record in the device list and click Change Group 

to migrate the selected device to the specified group. After a device is moved to the specified group, the device 

will use the configuration for the new group. Click Delete Offline Devices to remove offline devices from the 

list. 

 

 

 

 

5.2   Configuring Wi-Fi 

5.2.1  Adding a Wi-Fi Network 

Choose Network-Wide > Workspace > Wireless > Wi-Fi > Wi-Fi List. 
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(1)  Click Add Wi-Fi, enter the SSID and Wi-Fi password, select purpose and a frequency band. 

  

(2)  Click Advanced Settings to configure more Wi-Fi parameters. 
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(3)  Click OK. 

 

 Caution 

Modification will cause restart of the wireless configuration, resulting in logout of connected clients. Exercise 

caution when performing this operation. 
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Table 5-1 Wireless network configuration 

Parameter Description 

SSID 
Enter the name displayed when a wireless client searches for a wireless 

network. 

Purpose 

Set the Wi-Fi usage scenario. The options include General, IoT, and 

Guest. The system will recommend different Wi-Fi parameter 

combinations based on the selected purpose. 

Band 

Set the band used by the Wi-Fi signal. The options are 2.4 GHz and 5 

GHz. The 5 GHz band provides faster network transmission rate and less 

interference than the 2.4 GHz band, but is inferior to the 2.4 GHz band in 

terms of signal coverage range and wall penetration performance. Select a 

proper band based on actual needs. The default value is 2.4G + 5G, 

indicating that the device provides signals at both 2.4 GHz and 5 GHz 

bands. 

Compared with the 2.4 GHz and 5 GHz bands, the 6 GHz band supports a 

higher network transmission rate and is less susceptible to interference, 

but is inferior in signal coverage and through-wall penetration. 

 Note 

Only in networks with APs supporting the 6 GHz frequency band, 

you'll see an additional '6G' option in the frequency settings. The 6 

GHz band provides faster data transmission rates, but it's worth 

noting that not all access devices may fully support this band. The 

RG-RAP73(HD) supports 6 GHz band. 

Encryption The encryption options for a Wi-Fi network include Open, Security, and 

802.1x (Enterprise). 

Wi-Fi Password 

When the Encryption is set to Security, you need to set the password for 

connecting to the wireless network. The password is a string of 8 to 63 

characters. 

Select server group 
When the Encryption is set to 802. 1x (Enterprise), you need to configure 

a remote server set for authentication and authorization. 

SSID Encoding 

The SSID encoding standard is set to "UTF-8" by default when Chinese 

characters are included in the SSID. If the Chinese characters are garbled, 

you can choose GB2312 as the SSID encoding standard. 
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Parameter Description 

Band Steering 

After this function is enabled, 5G-capable clients select 5G Wi-Fi 

preferentially. You can enable this function only when Band is set to 2.4G 

+ 5G. 

XPress 
After this function is enabled, the device sends game packets 

preferentially, providing more stable wireless network for games. 

Layer-3 Roaming 

After this function is enabled, clients keep their IP addresses unchanged 

when associating with the same Wi-Fi. This function improves the roaming 

experience of users in the cross-VLAN scenario. 

802.11r 

Enabling the 802. 11r function can shorten the roaming handover time. The 

802. 11r function is supported only when Encryption is set to Security or 

802. 1x (Enterprise). Once 802. 11r is enabled, the encryption type can 

only be WPA2-PSK or WPA2-802. 1X. 

LimitSpeed 

After enabling Wi-Fi rate limiting, you can set the uplink and downlink rate 

limits for users. 

 Rate Limit Per User: The rate limit applies to all clients connected to 
the SSID. 

 Rate Limit All Users: All clients connected to the SSID share the 
configured rate limit equally. The rate limit of each client changes 
dynamically with the number of clients connected to the SSID. 

 

5.2.2  Configuring Guest Wi-Fi 

Guest Wi-Fi, the Wi-Fi service provided for guests, is disabled by default. By default, user isolation is enabled for 

the guest Wi-Fi. That is, users connected to the guest Wi-Fi are isolated from each other and can only access the 

Internet through the Wi-Fi network, which improves security. Guest Wi-Fi can be disabled at a scheduled time. 

When the scheduled time arrives, the guest Wi-Fi is automatically disabled. 

Choose Network-Wide > Workspace > Wireless > Wi-Fi > Wi-Fi List. 

Click Add Wi-Fi, set the Purpose to Guest, and configure the Wi-Fi name and password. Click Advanced 

Settings to configure the effective time of the guest Wi-Fi and other Wi-Fi parameters. After the settings are saved, 

guests can connect to the Internet through the SSID and password. For details, see Section 5.2.1  Adding a Wi-

Fi Network. 














































































































































































































































































































































































































































































































	Cover
	Preface

